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(57) ABSTRACT

The present invention provides a method and system using
wireless sensors to validate wired sensors used in applications
where the requirements on the reliability of wired sensors are
stringent. A computing means periodically collects measure-
ments for each variable from the wired and wireless sensors
and compares them against an expected value. The expected
value is a weighted average of all the measurements for a
variable, in which the weight assigned to the measurement
from each sensor is determined according to both its reliabil-
ity and accuracy. As such, measurements are compared with
the corresponding expected value for a particular variable. If
the difference between a measurement and its corresponding
expected value is found to be unacceptable, the validation
computer will generate a corresponding alert. Application
examples include 1) validating wired sensors used in safety
shutdown systems for industrial facilities and 2) validating
wired sensors used to monitor storage tanks.
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1
METHOD AND SYSTEM TO VALIDATE
WIRED SENSORS

RELATED APPLICATIONS

This application claims priority on U.S. Patent Application
Ser. No. 61/472,993 filed Apr. 7, 2011.

FIELD OF THE INVENTION

The present invention relates to a system and method using
wireless sensors to validate wired sensors.

BACKGROUND OF THE INVENTION

Wired sensors are used in many applications for the pur-
pose of safety shutdown, control, and/or monitoring. A sensor
usually measures a physical variable, e.g., temperature, pres-
sure, level, or flow rate, and converts it into an electrical
signal. The electrical signal may then be processed by a
transmitter and converted into a standard analog signal or
digital network signal, sent over wires, and received and used
by a device located a distance away.

The requirements for the reliability of the wired sensors in
industrial settings can be extremely stringent. One applica-
tion example of wired sensors is the safety shutdown systems
for industrial facilities, e.g., nuclear power plants (NPPs).
Safety shutdown systems are important for the industrial
facilities, where system malfunctions can harm people, dam-
age equipment, or be costly in a number of other ways. As
such, these facilities require safety shutdown systems with
high availability, which is heavily dependent on the reliability
of the wired sensors used. The other application is the moni-
toring systems for the levels of liquid storage tanks used in
safety-critical applications, e.g., fuel storage tanks for diesel
power generators used in hospitals.

In NPPs, safety shutdown systems are responsible for ter-
minating the nuclear chain of reaction in an emergency. Such
a situation would arise if the system detected a serious unde-
sirable state in, e.g., a reactor, a heat transport system, a
pressurizer, or a steam generator. Exemplary scenarios
include high neutron fluxes, high coolant temperatures, high
steam generator water levels that may damage turbines, and
low steam generator water levels that may damage steam
generators. The decision of whether to shutdown the reactor is
made based on the measurements from the wired sensors.

Shutdown of a nuclear reactor is usually achieved through
insertion of shutdown rods or injection of liquid neutron
absorbing poison into the reactor core. A NPP shutdown
system typically includes three or four shutdown channels.
Typically, the shutdown of the reactor is initiated following
2-out-of-3 or 2-out-of-4 decision logics. Shutdown logic is
defined here as the logic by which shutdown decisions are
made. Such logic design is intended to both improve the
availability of the shutdown systems through redundancy and
meanwhile reduce the spurious trip rate.

For each shutdown channel, a comparator obtains the mea-
surements of trip variables from sensors and compares them
with predefined limits to decide whether to issue a trip signal
from this channel. Once the comparator determines that one
ormore trip variables have exceeded the predefined limits, the
channel will be immediately tripped. In addition, an overrid-
ing system allows NPP operators to manually trip the channel
if necessary.

The term, trip, is defined as meaning that the safety shut-
down system acts to shutdown a facility, e.g., to shutdown the

10

15

20

25

30

40

45

55

60

65

2

reactor in a NPP. If 2-out-of-3 logic is used, a particular
facility is shutdown when at least two shutdown channels are
tripped.

The following are examples of trip variables for the safety
shutdown systems of NPPs:

Neutron power;

Rate of log neutron power;

Primary heat transport pressure;

Reactor core differential pressure;

Reactor building pressure;

Pressurizer water level,

Steam generator water level; and

Boiler feedline pressure.

The incorrect measurements or failure of sensors can cause
undesirable consequences associated with the safety shut-
down systems. Sensors may malfunction due to bias, drifts,
precision degradation, or even complete failures. Errors may
also be introduced during the transmission of measurement
signals, which for example may be current or voltage signals.

In the safety shutdown systems of NPPs, wired sensors are
used to measure and transmit trip variables. The inaccuracy or
failure of the wired sensors could lead to serious conse-
quences because a safety shutdown system relies on the accu-
racy of those transmitted measurements. If the reactor is
spuriously tripped, a significant economic loss may be
incurred because the process to restart a NPP can take over 48
hours due to reactor poison-out. The alternative is that the
sensors fail to detect a malfunction and serious harm to the
NPP facilities, the environment, and/or the public may occur.
Therefore, ensuring the measurement reliability, accuracy,
and precision of the sensors in a NPP safety shutdown system
is of crucial importance.

Currently, various strategies have been taken to address the
potential inaccuracy or failure of sensors in safety shutdown
systems: 1) the use of 2-out-of-3 or 2-out-of-4 logic, so that
the measurement error or failure of one sensor will not lead to
the stop of the chain reaction; 2) the regular testing, inspec-
tion, and maintenance of all sensors.

However, these tests have their shortcomings. For
example, during the tests, one of the shutdown channels will
be taken out of service. As a result, the spurious trip rate will
increase. Therefore, the frequencies of the tests should be
optimized. Nevertheless, various faults with the sensors can
occur between two scheduled tests.

Some industrial facilities have computerized systems to
monitor the safety shutdown systems. All the measurements
used by the monitoring systems are from wired sensors
included in the shutdown systems. The measurements from
the sensors for the same trip variable are compared against
each other to validate the measurements and to detect possible
faults.

Another application example of wired sensors is monitor-
ing levels of storage tanks for liquid such as diesel, gasoline,
and waste water. The level measurements from the wired level
sensors are transmitted to level display modules through
wires. Reliable level measurements are critical to the safe and
efficient operation of the storage tanks.

In the prior art, a number of methods and systems to
improve the reliability of sensors have been disclosed. U.S.
Pat. Nos. 6,594,620, 5,680,409, 5,548,528, and 5,442,562
disclose the process-model-based methods and systems for
detecting sensor faults and validating sensors, which require
accurate process models. U.S. Pat. No. 7,200,469 discloses an
apparatus and method for processing sensor output signals,
where two wired sensors are used. U.S. Pat. Nos. 7,359,702,
6,853,887,5,531,402, 6,236,334, 6,389,321 disclose systems
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using both wired and wireless communication channels,
where the wireless channel is usually used as a backup for the
wired channel.

The present invention seeks to overcome the aforemen-
tioned deficiencies of the prior art by providing a system and
method using wireless sensors to validate wired sensors to
improve the reliability of the wired sensors.

SUMMARY OF INVENTION

The present invention provides a method and system using
wireless sensors to validate wired sensors in applications
where there are stringent requirements on the reliability of the
wired sensors. One application example is safety shutdown
systems for industrial facilities; the other application example
is level monitoring systems for liquid storage tanks. Here, a
computing means periodically collects measurements for
each variable from the wired and wireless sensors and com-
pares them against an expected value. The expected value is a
weighted average of all the measurements for a variable, in
which the weight assigned to the measurement from each
sensor is determined according to both its reliability and
accuracy. If the difference between a measurement and its
corresponding expected value is unacceptable or any mal-
function with any system component is detected, the comput-
ing means will generate an alert.

In a first aspect, the present invention provides a system for
validating at least one wired sensor measuring at least one
variable comprising: (a) at least one wireless sensor for mea-
suring the at least one variable as an at least one wireless
sensor measurement; (b) at least one wired receiver, opera-
tively coupled to the at least one wired sensor, to receive the
at least one wired sensor measurement from the at least one
wired sensor; (c) at least one wireless receiver, operatively
coupled to the wireless sensor to receive the at least one
wireless sensor measurement from the at least one wireless
sensor; and (d) a computing means, operatively coupled to the
at least one wired receiver and the at least one wireless
receiver, to compare the at least one wired sensor measure-
ment and/or the at least one wireless sensor measurement to
an expected value, such that if at least one measurement is
unacceptable, an alert is generated.

In a second aspect, the present invention provides a method
for validating at least one wired sensor measuring at least one
variable comprising steps of: (a) using at least one wireless
sensors and the at least one wired sensors to collect measure-
ments from the at least one variable; (b) calculating a
weighted average of all of the measurements taken in step (a)
as an expected value; (c) comparing at least one measurement
to the expected value; (d) determining whether a difference
between the at least one measurement and the expected value
is unacceptable; (e) in the event that the difference between
the at least one measurement and the expected value is unac-
ceptable, an alert is generated and the method returning to
step (a); and (f) in the event that the difference between the at
least one measurement and the expected value is not unac-
ceptable, returning to step (a).

In a third aspect, the present invention a system for moni-
toring and validating a safety shutdown system in a facility
through measuring at least one variable comprising: (a) at
least one wired sensor for measuring the variable in the facil-
ity, wherein at least one wired sensor measurement is used in
a shutdown logic; (b) at least one wireless sensor for measur-
ing the variable as an at least one wireless sensor measure-
ment; (c) at least one wired receiver, operatively coupled to
the at least one wired sensor, to receive the at least one wired
sensor measurement from the at least one wired sensor; (d) at
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4

least one wireless receiver, operatively coupled to the wire-
less sensor to receive the at least one wireless sensor mea-
surement from the at least one wireless sensor; and (e) a
computing means, operatively coupled to the at least one
wired receiver and the at least one wireless receiver, to com-
pare the at least one wired sensor measurement and the at least
one wireless sensor measurement to an expected value, such
that if at least one measurement is unacceptable, an alert is
generated.

These and further and other aspects, features, and advan-
tages of the invention are made obvious in this disclosure,
which includes drawings, descriptions, and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments of the present invention will now be
described by reference to the following figures, in which
identical reference numerals in different figures indicate
identical elements and in which:

FIG. 1 shows a validation system for a wired sensor in
accordance with an embodiment of the present invention;

FIG. 2 shows a validation system for the wired sensors used
in a safety shutdown system in accordance with one embodi-
ment of the present invention;

FIG. 3 shows a wired system channel in accordance with
one embodiment of the present invention;

FIG. 4 shows a wireless system channel in accordance with
one embodiment of the present invention;

FIG. 5 shows a format of packets used by the wireless
communication means of FIG. 4;

FIG. 6 shows a flowchart diagram of a process for validat-
ing the wired sensors in accordance with one embodiment of
the present invention;

FIG. 7 is a screenshot of a Human Machine Interface
(HMI) for one embodiment of the present invention that vali-
dates a wired level sensor; and

FIG. 8 shows a validation system for the wired sensor used
in a system monitoring the level of a liquid storage tank in
accordance with an embodiment of the present invention.

The figures are not to scale and some features may be
exaggerated or minimized to show details of particular ele-
ments while related elements may have been eliminated to
prevent obscuring novel aspects. Therefore, specific struc-
tural and functional details disclosed herein are not to be
interpreted as limiting but merely as a basis for the claims and
as a representative basis for teaching one skilled in the art to
variously employ the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In this document, the term industrial facility includes
manufacturing and process facilities or plants, such as power
generation plants, and any other facilities or plants where the
present invention may be applied.

Furthermore, the term alert includes alarms and any other
physical (i.e., human, mechanical or electrical) output that
warns of a danger, threat, or problem, typically with the
intention of having it avoided or dealt with.

A validation system according to an embodiment of the
present invention is shown in FIG. 1. In FIG. 1, a sensing
component 2 and a wired transmitter 4 that together form a
wired sensor, whose measurement is sent to a device 16 for
the purpose of safety shutdown, control, and/or monitoring.
The measurement from the wired sensor is also sent to a
validation computer 76 through an isolator 10 and a wired
receiver 12. A sensing component 6 and a wireless transmitter
8 together form a wireless sensor, whose measurement is sent
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to the validation computer 76 through a wireless receiver 14.
The validation computer 76 compares the measurements
against the corresponding expected value, and issues an alert
if an unacceptable difference is detected. The validation sys-
tem 1 includes the sensing component 6, the wireless trans-
mitter 8, the isolator 10, the wired receiver 12, the wireless
receiver 14, and the validation computer 76.

Another embodiment of the present invention provides a
method and system to monitor and validate safety shutdown
systems for industrial facilities, e.g., NPPs. In this embodi-
ment, wireless sensors are used to measure the trip variables.
The measurements taken by the wireless and the wired sen-
sors are transmitted to a main control room. These measure-
ments are then compared against expected values for valida-
tion.

From the perspective of monitoring critical variables of
industrial facilities, the introduction of the wireless sensors
provides backups and improves diversity. The wireless sen-
sors can serve as backups for wired sensors, which may
enable the relevant persons to continue to monitor the vari-
ables when the wired sensors are not available in cases of
accidents such as fire, flood, sabotage, and power loss. The
measurements from wireless sensors are transmitted using
digital signals, which can be validated at the receivers using
various methods, e.g., cyclic redundancy check (CRC). In
addition, the wireless sensors may use different measurement
mechanisms to further improve the diversity. The diversity
helps to provide protection against common mode failures
and undetected deficiencies in the design, manufacturing, and
installation of the sensors. As a result, the likelihood that all
sensors for measuring a specific trip variable provide incor-
rect readings or fail simultaneously is significantly reduced.

In accordance with the present invention, the wireless sen-
sors and the validation computer are independent from the
pre-existing shutdown system in that they are not involved in
the shutdown logic directly. Furthermore, isolation tech-
niques may be employed to ensure that the acquisition of
measurements from the wired sensors by the validation com-
puter do not affect the pre-existing operation of the compara-
tors with the wired sensors. As a result, the effects of the
newly introduced wireless components on the safety shut-
down systems are minimized.

Another embodiment of the present invention for validat-
ing wired sensors used in a safety shutdown system is shown
in FIG. 2. Here, the system includes a validation computer 76
as a computing means. A display 78, an audio indicator 77,
and a visual indicator 75 are operatively coupled to the vali-
dation computer 76. It should be mentioned that one or more
of'the display and the indicators are optional elements of the
present invention.

The intended users of the system shown in FIG. 2 are
facility personnel inside a main control room 70 that make
appropriate decisions and actions based on the alerts gener-
ated. However, the personnel may be outside the main control
room or operating from a remote site as well.

Referring again to FIG. 2, a number of wireless receivers
60, 62, 64, are operatively coupled to the validation computer
76 and communicate with a number of wireless sensors 80,
82, 84. A group of wired receivers 20, 22, 24, 26, 28, 30, 32,
34,36 are also operatively coupled to the validation computer
76. These wired receivers 20, 22, 24,26, 28,30, 32, 34,36 are
operatively coupled to the wired sensors 96, 97, 98, 99, 100,
101, 102, 104, 106 through a number of isolators 40, 42, 44,
46,48, 50, 52, 54, 56. The wired sensors 96, 97, 98, 99, 100,
101,102, 104,106 are also operatively coupled to a number of
comparators 108, 109, 111.

20

25

30

40

45

6

According to one embodiment of the present invention, the
wireless receivers 60, 62, 64 communicate with the wireless
sensors 80, 82, 84. Depending on the contents and contexts of
a message, the method of the present invention determines 1)
whether the message is transmitted periodically, 2) the inter-
val between two transmissions, and 3) the priority of the
message. The wireless receivers 60, 62, 64 continually update
their stored measurements according to the most recent mes-
sages from the wireless sensors 80, 82, 84. As a result, the
wireless receivers 60, 62, 64 may provide the most recent
measurements once they receive the requests from the vali-
dation computer 76.

The wired receivers 20, 22, 24, 26, 28, 30, 32, 34, 36
periodically sample the analog signals from the wired sensors
96, 97, 98, 99, 100, 101, 102, 104, 106. The wired receivers
20, 22, 24, 26, 28, 30, 32, 34, 36 provide the validation
computer 76 with the most recently sampled measurements
once receiving its requests. The isolators 40, 42, 44, 46, 48,
50, 52, 54, 56 may be installed to ensure that the measure-
ments sent from the wired sensors 96, 97, 98, 99, 100, 101,
102, 104, 106 to the validation computer 76 do not affect the
operation of the comparators 108, 109, 111 and the wired
sensors 96, 97,98, 99,100, 101, 102, 104, 106. In a preferred
embodiment, the isolators are optocouplers.

In a preferred embodiment, the wireless communication
means utilizes spread spectrum signals, e.g., Chirp Spread
Spectrum (CSS) signals. Such a communication system has a
wide bandwidth, such that the system is more resistant to
electromagnetic interference and is able to communicate reli-
ably with low-power signals. Low radiated power of the wire-
less devices is attractive for use in NPPs, where there are strict
regulations on electromagnetic interference. In addition,
CRC, encryption and authentication are implemented to
ensure the reliability and security of the wireless communi-
cation.

FIG. 3 shows a wired system channel in accordance with an
embodiment of the present invention. The validation com-
puter 76 includes a data acquisition card 124 to collect the
measurements from the wired sensor 120 via the optocoupler
122. The validation computer 76 shown in FIG. 2 is able to
collect all the measurements from the wired sensors 96, 97,
98, 99,100, 101, 102, 104, 106 in parallel to ensure that the
samplings of the analog signals are performed at the same
time.

Referring back to FIG. 2, the validation computer 76 may
be operatively connected to a monitor serving as a visual
indicator 75 and a pair of speakers as an audio indicator 77 to
serve as output devices. In the case of an alert, the validation
computer 76 would send output signals to the monitor and the
pair of speakers to generate the alert. A keyboard and a mouse
(not shown) may also be operatively coupled to the validation
computer 76 to serve as input devices.

FIG. 4 shows a wireless system channel in accordance with
one embodiment of the present invention. Here, two CSS-
based wireless communication devices 144, 146 are used to
form a point-to-point wireless communication channel. Each
wireless communication device 144, 146 includes a micro-
controller, a RF module, and an I/O port (each not shown) to
receive Analog to Digital Converter (ADC) channel inputs. In
one embodiment, each wireless communication device 144,
146 is powered by either two AA alkaline batteries or a 3V
direct current (DC) power in-line power supply.

InFIG. 4, the wireless sensor 145 consists of a wired sensor
140 identical to 120, an optocoupler 142 identical to 122, and
a wireless communication device A 144. This wireless sensor
design is advantageous because the measurements taken by
the different sensors for the same variable go through a simi-
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lar signal route to reduce the possibility of generating false
alerts. Then, the wireless communication device B 146
exchanges messages with the validation computer 76 through
RS-232 serial communications.

In one exemplary embodiment, the wireless communica-
tion system shown in FIG. 4 operates at the 2.4 GHz indus-
trial, scientific and medical (ISM) band. Here, the up-chirps
and down-chirps generated by the wireless communication
devices 144, 146 have a bit duration of 1 microsecond and an
effective bandwidth of 64 MHz. The transmission power can
be changed from 7.7 dBm to -32.3 dBm and the receiver
sensitivity is =92 dBm at the data rate of 1 Mbit/s.

FIG. 5 shows a format of packets used by the wireless
communication means of FIG. 4 in accordance with one
embodiment of the present invention. Here, each packet con-
sists of a preamble 160, a synchronization word 162, a MAC
frame overhead 164, a data payload 166, and a tail 168. The
size of the packet without the data payload is 276 bits.

FIG. 6 shows a flowchart diagram of a process for validat-
ing the trip variable measurements in accordance with one
embodiment of the present invention. The process starts at
step 180. At step 182, the validation computer 76 periodically
collects the measurements of each trip variable via the wired
and the wireless sensors. It should be mentioned here that all
the measurements and the results of the processing and analy-
sis may be shown on the display 78, as shown in FIG. 2.

Next, at step 184, the weighted average is calculated. Here,
the expected value of each trip variable is a weighted average
of the measurements from all wired and wireless sensors for
the variable. The weight of the measurement from each sensor
is determined according to its reliability and accuracy. In a
preferred embodiment, reliability and accuracy are consid-
ered equally in determining the weight. The reliability of a
sensor is given by its failure rate and its accuracy is given by
its accuracy specifications. Since the reliability and accuracy
of a sensor may be different for different measurement
ranges, the weight of its measurement may be different as
well.

For example, for sensors included in a shutdown channel to
measure a steam generator level, it is assumed that the failure
rate of the wireless sensor is 10e-6 failure/hour and those of
the three wired ones are 3*10e-6 failure/hour. The accuracy
specifications of the wireless one are +1 cm and those of the
wired ones are +2 cm. Then, the weights assigned to the
measurements from the wireless and the wired sensors may
be calculated as follows:

1
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where W, and W are the weights assigned to the measure-
ments from wireless and wired sensors, respectively.

In step 186, each measurement is then compared against
the corresponding expected value, i.e., the weighted average
of all measurements for a trip variable. The decision step 188
determines whether there is an unacceptable difference
between the measurement and the corresponding expected
value. The difference is considered unacceptable if it is larger
than a few, e.g., three times the accuracy specifications of the
sensor. [f the difference is acceptable, the process goes to step
192, which then return the process to the starting step 180. If
there is an unacceptable difference, an alert will be generated
in step 190, and then the process goes to step 192.

General algorithms to calculate the expected value for a
variable used to compare against the measurement of the i-th
sensor, denoted x_,, are as follows. Assuming there are n
sensors measuring the variable (n>1). The measurements of
the sensors are X, X,, . . . X,,. The failure rates of the sensors
are f}, f,, . . . f,. The accuracies of the sensors are specified
with errors e, €5, . . . e, W, W,, ... W, are the weights
assigned to the measurements of the sensors when calculating
x,;. k,is the weight assigned to sensor reliability, and k, is the
weight assigned to sensor accuracy. For the i-th sensor,

1 1

7 e
1 1 1 1 1 1
S .
h h

Wi =ky= +hex

+ — —+—+
I ey e

X = Wisx +Wosxp +... 4+ W, xx,

If the measurements of all sensors for the variable are used
in the algorithms to calculate x,,, X,,=X_,=. . . =X,

Alternatively, x, itself is not used in the algorithms to cal-
culatex_;. In this case, the expected values for the sensors may
be different from each other. The success rate of detecting the
faults associated with the i-th sensor may increase though the
false alert rate may increase as well.

Since the characteristics of the sensors and transmitters for
the same trip variable cannot be exactly the same and the
measurements are received by the validation computers 76
through different signal paths, noise and significant transients
may generate false alerts. To address this issue, the average of
measurements collected in step 182 taken over a period of
time, e.g., one minute may be used instead.

It should be mentioned further that in accordance with one
embodiment of the present invention, the wireless sensors 80,
82, 84 have built-in self-checking and self-diagnostics func-
tions to monitor their own statuses. If any abnormality is
detected, e.g., a sensor is faulty, failed, or has run out of
power, or a measurement is rapidly increasing or have
exceeded the predefined limits, a corresponding message
with the highest priority will be transmitted to the corre-
sponding wireless receiver. Once the highest-priority mes-
sages arrive at the receiver, they are immediately forwarded to
the validation computer 76 for processing. In addition, the
statuses of the wireless and wired communications, the vali-
dation computer 76, the wireless receivers 60, 62, 64, the
display 78, and the indicators 75, 77 are also closely moni-
tored. Some or all trip variables used in the shutdown logic
may be addressed by the validation system.

It should also be mentioned that if the validation computer
76 detects any abnormalities or receives any message indi-
cating that there is an abnormality, such as the difference
between a measurement and its corresponding expected value
is considered unacceptable, a trip variable exceeds predefined
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limits, or a component fails, it will immediately generate an
alert. Depending on the nature of the abnormality, the valida-
tion computer 76 will announce the alert on the display 78
and/or activate the visual and audio indicators 75, 77. The
facility personnel inside and/or outside the main control
rooms may then make appropriate decisions and take appro-
priate actions. The alerts may also be sent to other relevant
plant personnel. The validation computer 76 may also include
a database to record all the measurements collected so that
further and more in-depth offline analysis can be performed.

FIG. 7 is a screenshot of a Human Machine Interface
(HMI) for a system of the present invention that validates a
wired level sensor.

FIG. 8 shows a validation system for a wired sensor used in
a system monitoring the level of a liquid storage tank in
accordance with an embodiment of the present invention. The
present invention provides a validation system to validate a
wired sensor 204 for monitoring the level of a liquid storage
tank 202, as shown in FIG. 8. In FIG. 8, the measurement
from the wired liquid level sensor 204 is sent to a level display
module 220 located inside an electrical room 212 for the
purpose of monitoring. The measurement from the wired
sensor is also sent to a central monitoring station 222 located
inside an electrical room 212 through an isolator 214 and a
data acquisition (DAQ) device 216. A sensing component 206
and a wireless transmitter 208 together form a wireless sen-
sor, whose measurement is sent to the central monitoring
station 222 through a wireless receiver 218. The central moni-
toring station 222 also compares the measurements against
the corresponding expected value, and issue an alert if an
unacceptable difference is detected. In addition, the central
monitoring station 222 displays the measurements from both
wired and wireless sensors.

It should be readily understood that the present invention is
not limited to measuring liquid levels. Measuring the levels of
other substances is also contemplated by the present inven-
tion.

It should be mentioned that by utilizing digital wireless
communications with CRC, encryption and authentication
techniques, the possibility of introducing errors during the
transmission of the measurement data is significantly
reduced.

Advantageously, the introduction of wireless sensors
improves the capabilities of predictive maintenance. Though
regular tests, inspections, and maintenance may still be nec-
essary, they may be performed less frequently, and the scope
of the tests, inspections, and maintenance may be reduced.
The comparisons between measurements and the correspond-
ing expected values also help facility personnel determine
when additional tests, inspections, and maintenance are
needed and when the wired sensors need to be calibrated or
replaced.

Also advantageously, the deployment of wireless sensors
does not require the laying of expensive cables. This feature is
especially important when deploying the invention in existing
facilities where the laying of new wires is usually very diffi-
cult if not impossible.

With the increased capabilities of monitoring, validation,
diagnostics, and predictive maintenance, the present inven-
tion seeks to increase the reliability and availability of those
systems using wired sensors.

Although specific embodiments of the invention have been
described herein in some detail, it is to be understood that this
has been done solely for the purposes of describing the vari-
ous aspects of the invention, and is not intended to limit the
scope of the invention as defined in the claims which follow.
Those skilled in the art will understand that the embodiment
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shown and described is exemplary and various other substi-
tutions, alterations, and modifications, including but not lim-
ited to those design alternatives specifically discussed herein,
may be made in the practice of the invention without depart-
ing from the spirit and scope of the invention.

The method steps of the invention may be embodied in sets
of'executable machine code stored in a variety of formats such
as object code or source code. Such code is described generi-
cally herein as programming code, or a computer program for
simplification. Clearly, the executable machine code may be
integrated with the code of other programs, implemented as
subroutines, by external program calls or by other techniques
as known in the art.

The embodiments of the invention may be executed by a
computer processor or similar device programmed in the
manner of method steps, or may be executed by an electronic
system which is provided with means for executing these
steps. Similarly, an electronic memory means such as com-
puter diskettes, CD-ROMs, Random Access Memory
(RAM), Read Only Memory (ROM) or similar computer
software storage media known in the art, may be programmed
to execute such method steps. As well, electronic signals
representing these method steps may also be transmitted via a
communication network.

Embodiments of the invention may be implemented in any
conventional computer programming language. For example,
preferred embodiments may be implemented in a procedural
programming language (e.g.“C”) or an object oriented lan-
guage (e.g.“C++7). Alternative embodiments of the invention
may be implemented as pre-programmed hardware elements,
other related components, or as a combination of hardware
and software components. Embodiments can be implemented
as a computer program product for use with a computer
system. Such implementations may include a series of com-
puter instructions fixed either on a tangible medium, such as
a computer readable medium (e.g., a diskette, CD-ROM,
ROM, or fixed disk) or transmittable to a computer system,
via a modem or other interface device, such as a communi-
cations adapter connected to a network over a medium. The
medium may be either a tangible medium (e.g., optical or
electrical communications lines) or a medium implemented
with wireless techniques (e.g., microwave, infrared or other
transmission techniques). The series of computer instructions
embodies all or part of the functionality previously described
herein. Those skilled in the art should appreciate that such
computer instructions can be written in a number of program-
ming languages for use with many computer architectures or
operating systems. Furthermore, such instructions may be
stored in any memory device, such as semiconductor, mag-
netic, optical or other memory devices, and may be transmit-
ted using any communications technology, such as optical,
infrared, microwave, or other transmission technologies. It is
expected that such a computer program product may be dis-
tributed as a removable medium with accompanying printed
or electronic documentation (e.g., shrink wrapped software),
preloaded with a computer system (e.g., on system ROM or
fixed disk), or distributed from a server over the network (e.g.,
the Internet or World Wide Web). Of course, some embodi-
ments of the invention may be implemented as a combination
of both software (e.g., a computer program product) and
hardware. Still other embodiments of the invention may be
implemented as entirely hardware, or entirely software (e.g.,
a computer program product).

What is claimed is:

1. A system, for use in a safety shutdown system in an
industrial facility, the system for validating at least one wired
sensor measuring at least one variable comprising:
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(a) at least one wireless sensor for measuring the at least
one variable as an at least one wireless sensor measure-
ment, the at least one wireless sensor having built-in
computer-executable instructions for self-checking and
self-diagnostics;

(b) at least one wired receiver, operatively coupled to the at
least one wired sensor, to receive at least one wired
sensor measurement from the at least one wired sensor;

(c) at least one wireless receiver, operatively coupled to the
at least one wireless sensor to receive the at least one
wireless sensor measurement from the at least one wire-
less sensor; and

(d) a validation computer, operatively coupled to the at
least one wired receiver and the at least one wireless
receiver, to compare the at least one wired sensor mea-
surement and the at least one wireless sensor measure-
ment to an expected value, such that if at least one
measurement is unacceptable, an alert is generated;

wherein the at least one wired sensor measurement is trans-
mitted to a monitoring device that is independent of the
validation computer;

wherein the at least one wireless sensor transmits a mes-
sage to the at least one wireless receiver whenever an
abnormality is detected when the computer-executable
instructions are executed;

wherein the at least one wired sensor measurement of the at
least one variable is a trip variable used by the monitor-
ing device in a shutdown logic of the safety shutdown
system for the industrial facility; and

wherein the at least one wireless sensor has a different
measurement mechanism than the at least one wired
sensor so as to increase reliability ofthe safety shutdown
system through sensor diversity.

2. The system as in claim 1, wherein the variable is a

substance level in a storage tank.

3. The system as in claim 1, wherein the variable is a level
in a liquid storage tank.

4. The system as in claim 1, wherein the expected value is
a weighted average of all the wired and wireless measure-
ments for the variable.

5. The system as in claim 4, wherein the expected value is
determined by assigning a weight to each measurement from
each of the at least one wired sensor and the at least one
wireless sensor, wherein each assigned weight is determined
based on a measured reliability and accuracy of a correspond-
ing sensor.

6. The system as in claim 1, wherein the expected value is
a weighted average of all the wired and wireless measure-
ments for the variable, except the measurement which is to be
compared against the expected value.

7. The system as in claim 6, wherein the expected value is
determined by assigning a weight to each measurement from
each of the at least one wired sensor and the at least one
wireless sensor, except the measurement which is to be com-
pared against the expected value, wherein each assigned
weight is determined based on a measured reliability and
accuracy of a corresponding sensor.
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8. The system as in claim 1, wherein the at least one wired
sensor uses analog signals to transmit measurements.

9. The system as in claim 1, wherein the at least one
wireless sensor uses digital signals to transmit measurements.

10. The system as in claim 1, further including an isolator
between the validation computer and the at least one wired
Sensor.

11. The system as in claim 1, further including at least one
display that is operatively coupled to the validation computer.

12. The system as in claim 1, further including at least one
audio indicator that is operatively coupled to the validation
computer.

13. The system as in claim 1, further including at least one
visual indicator that is operatively coupled to the validation
computer.

14. The system as in claim 1, wherein the validation com-
puter includes a database to record all of the measurements
collected.

15. A method, for use in a safety shutdown system in an
industrial facility, the method for validating at least one wired
sensor measuring at least one variable comprising steps of:

(a) using at least one wireless sensor having built-in com-
puter-executable instructions for self-checking and self-
diagnostics, and the at least one wired sensor to collect
measurements from the at least one variable;

(b) calculating a weighted average of all of the measure-
ments taken in step (a) as an expected value;

(c) comparing at least one measurement to the expected
value;

(d) determining whether a difference between the at least
one measurement and the expected value is unaccept-
able;

(e) in the event that the difference between the at least one
measurement and the expected value is unacceptable, an
alert is generated and the method returning to step (a);
and

(D) in the event that the difference between the at least one
measurement and the expected value is acceptable,
returning to step (a);

wherein measurements from the at least one variable col-
lected by the at least one wired sensor is transmitted to a
monitoring device that is independent of a validation
computer performing steps b), ¢), and d); and

wherein measurements from the at least one variable col-
lected by the at least one wired sensor is a trip variable
used by the monitoring device in a shutdown logic of the
safety shutdown system for the industrial facility;

wherein the at least one wireless sensor transmits a mes-
sage to the at least one wireless receiver whenever an
abnormality is detected when the computer-executable
instructions are executed; and

wherein the at least one wireless sensor has a different
measurement mechanism than the at least one wired
sensor so as to increase reliability of the safety shutdown
system through sensor diversity.
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